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Food Standards Agency Local Authority Enforcement Monitoring System (LAEMS)

GENERAL

When resetting a password or creating a new user, the password will always default to SECI et

(the word secret in lower case type). The user should login using this as their password and will

be prompted to change the password after first log-in.

When creating a new user, it is necessary to set the levels of access for each responsibility —

Food Hygiene, Food Standards and Imported Foods.
The ariginal level 4 user has the access at level 4 for each responsibility. When this user sets
up additional accounts, they will need to specify the level of access to each of the different

responsibilities.

ACCESSING LAEMS

The Local Authority Enforcement Monitoring System (LAEMS) should be accessed via the

following link: https://laems.foodapps.co.uk/

Each LA was initially issued a login and password for a single Level 4 (IT User). Details of the

permissions associated with each user level can be found on page 6.

Although this user is referred to as the IT user, it does not necessarily need to be a user within
your IT team - it is for the Authority to decide, who the most appropriate person is to take on this

role.

This user will be responsible for the management of users within the LA and has the facility to

create new users and re-set passwords.
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Food Standards Agency Local Authority Enforcement Monitoring System (LAEMS)

UPDATING AUTHORITY DETAILS — LEVEL 4 USERS ONLY

This allows you to amend the key authority details:

From the System/Security drop-down menu, select Authority details:
¢ Authority details (name of the LA and LA’s email domain, as entered by the
original level 4 user at first login)
+ Key email contacts (email addresses of key officers with responsibility for food
hygiene, food standards and imported foods). These contacts will be used for

future communications on monitoring matters.

You will need to ensure that your email domain has been entered correctly as this will be

required to set up accounts for new users accurately. To accept changes click “Save”.

A F5A - LAEMS - Authority detailsfkey email contacts - Microsoft Internet Explorer, provided by The Food Standards Agency

File Edit View Fawvortes Tools Help i‘,'
OBack M > | \ﬂ @ 7;\1 /..-" Search ‘f'\}_’Favorites <) v ] - ﬁ
address | &] https:flaemstest foodapps . co uk/authoritydetails aspx v . Go lnks ™
FODD
STANDARDS LAEMS
AGENCY

Home Data lmport Check/Sign-off Data Summary Mapping System/Security Log Qut

Authority details/key email contacts

This page allows you to change details of your authority and its key email contacts. Please enter
your domain name as this can be used to ensure that users are set up accurately. key email
contacts are required for each responsibility to enable the FSA to communicate system
responses

Authority details

Marme: ||

Email domain:
Key email contacts

Food Hygiene:
Food Standards:

Imported Foods:

Save 1 [ Cancel

&l S & Internet
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Food Standards Agency Local Authority Enforcement Monitoring System (LAEMS)

RENAMING IT LEVEL 4 AND OTHER USERS - LEVEL 4 USERS ONLY

Should IT Level 4 responsibility change in your Authority, it is recommended that the previous
user name be amended by overwriting the previous details rather than creating a new user.
This will ensure authorisation is maintained for all Level 4 functions. This method can be used

whenever officer responsibilities change, rather than having a long list of inactive users.

To amend user details:

From the System/Security drop-down menu , select ‘Users’. You will be presented with the

following screen:

& . © ] El 0 P % @ 2 S :

Back Forward Stop Refresh Home search Favori;:es Hist-o.ry ..I\;1.ail Print Edit
Address |$§j https:fflaemstest.Fondapps. co.uk/maintainusers, aspx v | Go
Current status ~ Adjustrments can be made
F00D LAEMS :
STANDARDS Authority Cherwell
AGENCY _. Responsibility | Food Hygiene V|
hursday 3 Aprl 2008 = Financial Year Current
Home Data Import Check/Sign-off Data Summary Mapping System/Security Log Out
Maintain users
Fram the list below, select the user whose details you need to change.
To create a new user, click the MEYY button.
Users
IEEFH User details - New
el User name: | |
Full name: | |
Email: | |
Active:
Security level: | (Mone) V|
[ REN ] [ Reset Pwd ] ’ Unlock ] [ Save ] [ Cancel
&] Done 2 @ Internet

Click on the user name that you wish to amend and overwrite ‘User name’, ‘Full name’ and

‘email’ and click the ‘Save’ button to save changes.
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Food Standards Agency Local Authority Enforcement Monitoring System (LAEMS)

CREATING NEW USER ACCOUNTS — LEVEL 4 USERS ONLY

From the System/Security drop-down menu, select ‘Users’ (see screenshot on page 5)

To add new user you need to click “New” at the bottom of the page.

Under the ‘User details — New’, you will need to enter:

User name — this will be the name used as the LOGIN

Full name — this will be used to keep track of who has been assigned

Email — this will be the email address to which notification of the success or failure of uploads

will be sent when uploads are made using the account

Select the appropriate user level for the user you are creating:

Level 1 users - able to view data summary. LA is allowed to have 25 users at this level per

responsibility.

Level 2 users — are the officers responsible for FH, FS or Imported Foods and monitoring
returns. This user will be able to upload xml files, enter any adjustments required, validate data
and confirm readiness (check data) for HoS user sign off. There are two users permitted at this

level per responsibility.

Level 3 users — will be the Head of Service or person delegated by HoS to act at this level. This
user will be allowed to perform all activities as the user at level 2. However, the main task for

user at this level will be signing-off LA data, and if necessary un-checking data for further review
by the level 2 user(s).

Level 4 users — Up to five people within LA will be allowed access at this level. They will be able
to upload and view data, enter adjustments, check and uncheck data, and manage user
accounts and passwords. They will not have an access to sign-off LA data on HoS level.
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Food Standards Agency

Local Authority Enforcement Monitoring System (LAEMS)

A F5A - LAEMS - Maintain Users - Microsoft Internet Explorer provided by The Food Standards Agency

File Edit ¥iew Favaorites Tools Help

@Back > | |ﬂ @ ;\] /..-\JSearch 51:/ Favarites %)

- @

-UEa =

Address ‘ﬁj https:ilaemstestioodapps.co.uk/maintainusers.aspx

v| Go | Links

FOOD
% STANDARDS LAEMS
AGENCY

Wersion: 1.0.2942.23244

Friday 28 harch 2008 FPage: Maintain users

Horrne Data Import Check/Sign-off

Maintain users

To create a new user, click the NEW button.

Users

Data Sumrmary

5030
50301
5031
5032
4033
5034
A03levelt
a03levella
A03level2
a03level3
S03Mone

Mapping

Frorn the list below, select the user whose details you need to change.

User details - 5030

User name:
Full narme:

Etnail:

Active

Security level:

Mew ] I Reset Pwd ] [ Unlock

Save ] [ Cancel

System/Security

Log Out

Current status  Adjustments can be made

Authority Bexley

Responsibility |Food Hygiene V‘

Financial Year Current

LA~ IT (Level 4]

(Mone)

LA - Enguiry (Level 1)
LA - Officer respongible/manitoring (Level
|LA - Head of Service (Level 3

&] Done

2 @ Intemeat

The password initially assigned to a new user account will be the default

password. The default password is secret i.e. the word secret in lower case type.

You will need to inform the user that their account has been created and that they will need to
login using the relevant LA Code, Login (the user name) and the default password (secret),
which they will be prompted to change.

The above example has created access for Food Hygiene only, details on how to set access
levels for the different responsibilities (FH, FS and Imported Foods) can be found on the next
page.
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Food Standards Agency Local Authority Enforcement Monitoring System (LAEMS)

ASSIGNING LEVELS OF ACCESS FOR EACH RESPONSIBILITY (FH/ES/IF)

You will need to set up the access level for each user for each responsibility. You can set
different access levels per responsibility i.e. a user may have level 4 access for Food Hygiene,
but level 1 access for Food Standards. This is done by changing the responsibility drop-down
menu to the required responsibility and selecting the required security level for that

responsibility.

In the example below, the user (509HOS) has been set up as level 3 access to Food Hygiene,
as shown above (the responsibility drop-down in the top right-hand corner indicates that you are

viewing the level of access for Food Hygiene)

{= FSA - LAEMS - Maintain Users - Microsoft Internet Explorer provided by The Food Standards Agency. |Z||E|fz|
@.\-— |g, https: }/laemstest Foodapps.co. ukimaintainusers, aspo: V| %J 3| X% | | L |-
File Edit ‘iew Favaorites Tools Help
W [@FSA-LAEMS-Maintain Users [_l v B é=h v b Page - Tooks - =
Current status  Adjustments can be made
FOOD TEST SERVER
% STANDARDS LAEMS Authority Ealing
AGENCY i Responsibility |Food Hygiene v
Financial Year Current
Home Data Import Check/Sign-off Data Summary Mapping System/Security Log Out
Maintain users
From the list below, select the user whose details you need to change.
To create a new user, click the MEW button.
Users
509 User details - 509HOS
GO User name |5[JEIHOS |
5090ev1
E09levell Full name: |509HOS |
509level2 Email |Iaems@foodstandards.gsi.gm‘. uk |
Active
Security level |LA - Head of Senice (Level 3) V|
MNew ] ’ Reset Pwd ] ’ Unlock ] ’ Save ] [ Cancel

€ Internet H100% v
2@ 6 [hemon /73 Internet E... - | [® Inbox-Miros.., | @ Beingrevised | DYLAEMS-Pass.. B | @O M2 G 1043

You may also select a different responsibility, by using the responsibility drop-down menu in the

right-hand corner of the screen, as shown below.
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Food Standards Agency Local Authority Enforcement Monitoring System (LAEMS)

/= FSA - LAEMS - Maintain Users - Microsoft Internet Explorer provided by The Food Standards Agency

@.\-J:; - |g, https: filaemstest foodapps.co, ukfmaintainusers, aspx V| ﬂ | || % | | L |-
File Edit ‘Wiew Favorites Tools  Help
w R [@FSA—LAEMS-Maintain Users [_] - B = v [hPags - OFTook -
Current status  Adjustments can be made
FOOD TEST SERVER
% STANDARDS LAEMS Authority Ealing
AGENCY I - Responsibility |Food Hygiene v
Tuzsday 5 April 2011 Page: Maintair 5 Financial Year %%&_
Home Data Import Check/Sign-off Data Summary Mapping System/Security Log Qut Imported Foods
Maintain users
Fram the list below, select the user whose details you need to change.
To create a new user, click the MNEW button.
Users
509 User details - 509HOS
Sl it User name |5[]EIHOS |
5091ev1
509levell Full name: [509H0S |
509level2 Email |Iaems@fuodstandards.gsi.gm‘.L|k |
Active
Security level |LA - Head of Senvice (Level 3) V|
’ Mew ] ’ Reset Pwd ] ’ Unlock ] ’ Save ] [ Cancel

€ Internet HA00% v
ﬂ; G - B CTD £ S 2 Internet E... - ﬂ Inbaox - Micros @ EBeing revised 'EE LAEMS - Pass. .. [?] f‘ 1. 10:50

On the screen below, you will see that the same user (509HOS) has no access to the Food
Standards responsibility.

If this user were to login, they would only be able to access data for Food Hygiene (the
responsibility ‘Food Standards’ would not appear as an option from the drop-down menu as the
user has no access to this responsibility).

PLEASE NOTE: The default level of access is always ‘No access’, so until a user is given
access to a particular responsibility, they will not be able to access it.
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Food Standards Agency Local Authority Enforcement Monitoring System (LAEMS)

/= FSA - LAEMS - Maintain Users - Microsoft Internet Explorer provided by The Food Standards Agency

@;; - |§, https: filaemstest foodapps.co, ukfmaintainusers, aspx V| ﬂ | || % | | £~

File Edit ‘Wiew Favorites Tools  Help

w [@FSA—LAEMS-Maintain Users [_] - B = v [hPags - (3Took -
Current status  Waiting for LA to upload XML
FOOD TEST SERVER
% STANDARDS LAEMS Authority Ealing
AGENCY e e Responsibility |Food Standards V|
T Page: Maintain users Financial Year Current
Home Data Import Check/Sign-off Data Summary Mapping System/Security Log Out
Maintain users
Fram the list below, select the user whose details you need to change.
To create a new user, click the MEW button.
Users
509 User details - 509HOS
Sl it User name |5[]EIHOS |
5091ev1
509levell Full name: [509H0S |
509level2 Email |Iaems@fuodstandards.gsi.gm‘.uk |
Active
Security level ||an access) V|
’ Tew ] ’ Reset Pwd ] ’ Unlack ] ’ Save ] [ Cancel
Daone € Internet H100% v

@ 6 | Mo /2 2 InternetE... - @ nbox

To amend the level of access, select the appropriate access level from the ‘security level’ drop —
down (see below). Then press the ‘Save’ button

Having pressed the ‘Save’ button, the user (509HOS) will now have level 3 access for Food
Standards. See screenshots below.
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Food Standards Agency Local Authority Enforcement Monitoring System (LAEMS)

> FSA - LAEMS - Maintain Users - Microsoft Internet Fxplorer, provided by The Food Standards Agency

@‘:—-;r - |g, https: filaemstest . foodapps.co. ukimaintainusers, asp:x V| & 3| [ % |G00gle
File Edit “iew Favarites Tools Help
e L [@FSA-LAEMS - Mairtain Users I ] fii - B - & - [5hPage - {F Tooks -
Current status VWaiting for LA to upload XML
FOOD | TEST SERVER
% STANDARDS LAEMS Authority Ealing
AGENCY I . Responsibility |Food Standards he
Tuesday 5 April 2011 Page: Maintain users Financial Year Current
Home Data Import Check/Sign-off Data Summary Mapping System/Security Log Out
Maintain users
From the list below, select the user whose details you need to change.
To create a new user, click the MEVY button.
Users
509 User details - 509HOS
Sl User name |509H05 |
509lev1
509levelt Full name: [509HOS |
508level2 Email |Iaems@fuodstandards,gsi,gov,uk |
Active
Security level: | (Mo access) hd
(Mo access)
LA - Enguiry (Level 1}
LA - Officer responsible/maonitoring (Level
LA - Head of Service (Level 3
LA -IT (Level 4)
[ Iew ] [ Reset Pwd ] [ Unlock ] [ Save ] [ Cancel

& nternet BT

@ © | e MoTD /2 2Inkern... | (@ Inbox-M... | @ Guidance ... | T LAEMS - ...

(= FSA - LAEMS - Maintain Users - Microsoft Internet Explorer provided by The Food Standards Agency

@‘\’—:—;j - |g, https: fflasmstest foodapps.co, ukfmaintainusers, aspsx V| & *g| | X |Google | D~
File Edit ‘iew Favorites Tools  Help
o e [@FSA-LAEMS - Maintain Users l ] i - B - d=h - [ Page - G Tooks -
Current status  Waiting for LA to upload XML
FOOD | TEST SERVER
% STANDARDS LAEMS Authority Ealing
AGENCY o R Responsibility |Fc|c|d Standards v
Tuesday 5 April 20 F Maintain users Financial Year Current
Home Data Import Check/Sign-off Data Summary Mapping System/Security Log QOut
Maintain users
From the list below. select the user whose details you need to change.
To create a new user. click the NEVY button.
Users
509 User details - 509HOS
SR User name |509HOS |
509lev1
509levell Full name: [509HOS |
509level2 Email |Iaems@foodstandards,gsi,gov,uk |
Active
Security level | LA - Head of Service (Level 3) V|
[ Mew ] [ Reset Pwd ] [ Unlock ] [ Save ] [ Cancel

& Internet FA00% v

f:." start i ) /27 Intern... ~| @ In
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Food Standards Agency Local Authority Enforcement Monitoring System (LAEMS)

This process does not create a second user account (the user 865HOS will login using the
appropriate LA Code, Login and password), rather it gives the user access to an additional

‘responsibility’ using the same account.

So, in summary, for each user you will need to set the appropriate level of access for each

responsibility.

You may decide that the person responsible for monitoring for Food Hygiene has level 2 access

for Food Hygiene, but level 1 access for Food Standards.

CHANGING ACCOUNT STATUS — LEVEL 4 USERS ONLY

For each account, there is a tick-box indicating whether or not the account is active. When
closing an account, for example if a user leaves the LA, you should simply ‘un-tick’ the *active’
box. All actions carried out against this account will still be associated with the account for the

means of an audit trail, but the account will be closed to further use.

CHANGING PASSWORD — ALL USERS

When logging-in for the first time with a newly created account, users will be required to change

the password.

Additionally, users will be able to amend their password at any time by using the “Change
password” function from the “System/Security” menu. You will be prompted to enter your
present password, and in the cells below your new and a confirmation of your new password.
Then click “Save” and the message that you have successfully managed to change your

password should appear on your screen.
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Food Standards Agency Local Authority Enforcement Monitoring System (LAEMS)

) FSA - LAEMS - Password Change - Microsoft Internet Explorer provided by The Food Standards Agency,

File Edit “iew Fgvortes Tools Help 1',
@ Back - () \ﬂ @ ;.\J /'_-\J Search {'\? Fawvorites @} = ;',; (o] - _‘ ﬂ
Address |$§| hitps /flaemstest fondapps.co uk/passwordchange.aspx V| Go | Llnks ™
FOOD LAEMS Current status  Adjustments can be made
STANDARDS Authority Bexley
AGENCY R Responsibility | Food Hygiene "|
Wifednesday 19 hiarch 2003 Page: Change passwaord Financial Year Current

Horme Data Import Check/Sign-off Data Sumrmary happing System/Security Log Out

Password change

Please enter your old password, your new password and confirmation of
your new password. Click Save to sawve the change.

Change password

Confirm password: I:I

Save l [ Cancel ]

& S B Internet

It is essential to remember chosen password to prevent being locked out by the system. If you

enter an invalid security password three times a security message as below will appear on the

screen.

SECURITY LOCKOUT

If you do lock your account, you will need to contact the Level 4 user (IT user) within your local
authority to have your account unlocked. If you are a level 4 user, another level 4 user at your
LA will be able to unlock your account. However, if you are the only person registered as a level
4 user and you have forgotten your password or you have locked your account you will need to

contact the FSA in order to have your account unlocked and password reset.
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Food Standards Agency Local Authority Enforcement Monitoring System (LAEMS)

2} FSA - LAEMS - Lockout - Microsoft Internet Explorer provided by The Food Standards Agency.

File Edit Yiew Favotites Tools Help i','
0 Back - () \ﬂ |EL‘ _;\J / ) Search :1\'/ Favarites &) g M - ﬁ
address | &) hitps:flaemstest foodapps.co.uk/lockout aspx ~ Go | Links >

FODD
% STANDARDS LAEMS
AGENCY

Security lockout

YWou have exceeded the number attempts allowed for accessing this system and your user
account has now been locked

Please contact your System Administrator to get your account unlocked

&] Done S @ Intemet

UNLOCKING USER ACCOUNTS/RESETTING PASSWORDS — LEVEL 4 USERS ONLY

Unlocking an account

When a user has managed to ‘lock-out’ their account - usually when they have entered an

incorrect password — the level 4 user may unlock the account and reset the password:

e From the system/security drop-down menu, select ‘Users’.
e Select the relevant user from the list of users

e Unlock the account by pressing the ‘Unlock’ button at the foot of the page
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Food Standards Agency Local Authority Enforcement Monitoring System (LAEMS)

Resetting a user password

To reset a user password:

e From the system/security drop-down menu, select ‘Users’.
e Select the relevant user from the list of users

e Reset the password by pressing the ‘Reset Pwd’ button at the foot of the screen. This will

reset the password to the default setting (secret).

NB — When a user has locked their account, you will usually wish to both unlock the account
and reset the password.

A FSA - LAEMS - Maintain Users - Microsoft Internet Explorer, provided by The Food Standards Agency.

File Edit “iew Fawvortes Tools Help i‘,'
e Back - 0 - d @ h /..7\’ Search ::1‘\?’ Favorites e} i :f [ - _] ﬁ
Address ‘@'l https://laemstestfoodapps.co.uk/maintainusers.aspx V‘ Go Lnks >
Current status  Adjustments can be made
FOOD
% STANDARDS LAEMS Authority Sutton
AGENCY .
Varsion: 1 02047 73244 Responsibility | Food Hygiene V|
Thursday & Msrch 2008 Page: Maintain users Financial Year Current
Harne Data Import Check/Sign-off Data Summary Mapping System/Security Log Out
Maintain users
Fram the list below, select the user whose details you need to change.
To create a new user, click the NEW button,
Users
529it User details - New
Uzer namea: | |
Full name: | |
Email: | |
Active:
Security level: |(Nune) V|
[Mew ] [ Reset Pud ] l Unlock I [ Save I [ Cancel
&l S & Internet

END OF DOCUMENT

Page 15 of 15
Managing user passwords.0 Created on 26/03/12



